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1 Introduction

The process of deployment of Virtual Private Servers (VPS) to end customers is very similar to
deployment of dedicated servers.

Installing guest Operating System on every purchased VPS from scratch is time-consuming process
which leads to order delivery delays (some hosting companies may setup new VPS up to 48 hours)
and potentially leads to security breaches as a result of configuration errors and human factor.

The goal of every VPS hosting company is to minimize VPS provisioning time (up to several minutes if
possible!), reduce administrative overhead and exclude human factor. This could be achieved by
creatinganewVPSfromi oper ateimnm gt esnypsitat e 0 ohde Breparedrbyhighlyt-skilled
personnel.

In DotNetPanel (DNP) VPS solution OS template represents a set of Virtual Hard Disk (VHD) file
containing figeneralizedd i mage of i nsinfamatoad OS
describing template supported features as well as provisioning options.

In this article we will demonstrate how to prepare OS template ready for completely automated
provisioning of customer VPS with Windows Server 2008 or Windows Vista.

2 Overview

The process of creating a new VPS template for DNP solution could be outlined by the following
diagram:

Step Description

Create fAMas Create a new fmast edidualWHard Drive §MHD) withc
Virtual Machine pre-installed operating system and other software will be used as a
template for customer virtual machines.

Install Guest Install desired operating systemonfimast er 6 vi rtual
Operating System operating system settings, services and install additional applications.
Install Hyper-V Install Hyper-V Integration services including drivers for virtual hardware,
Integration Services mouse support and integration components.
Install Install DotNetPanel Virtual Machine Configuration Service (DNP
DNP Vm Config Service VmConfig) to execute various provisioning tasks and gather real-time
statistics.
Sysprep Generalize fimastero operating sys

i Ge ner gbass z e 0 for multi-copying.

Replace Unattended answer Copy fimaster o VHD to DNP Templ at €
file with template unattended Setup answer file with template. Setup other installation
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scripts if required.

Deploy VHD to DNP Add a new template Aitemd into Te
Templates Library template supported features and provisioning options.

This document covers every step in more details below.

3 Managing HyperV Server

It is more suitable to work with VHD and virtual machines on full Windows Server 2008 with Hyper-V
role installed.

However, if you have remote Hyper-V Server 2008 or Windows Server 2008 Server Core installed you
¢ o u | d Hypes-¥¢ Refnote Management Update for Windows Vista (KB952627)0 :
http://www.microsoft.com/downloads/details.aspx?FamilylD=BF909242-2125-4D06-A968-
C8A3D75FF2AA&displaylang=en

For 64-bit Vista:
http://www.microsoft.com/downloads/details.aspx?familyid=88208468-0AD6-47DE-8580-
085CBA42C0C2&displaylang=en

Important notes regarding this update:

1. ltdoesn6t wor k on Windows Vista Home Basic or Premi um
2. You should enable AAdministrative Toolsd menu item:

Computer Management

Data Sources (ODBEC)

Event Viewer

Hyper-V Manager

Internet Information Services (IIS) Manager
iSCSI Initiator

Local Security Policy

Mermory Diagnostics Tool

Microsoft NET Framewark 20 Configuration
Print Management

Reliability and Performance Menitor

@ 3 i xl b & 5 T E D] B

Services

RS

Systemn Configuration

) Task Scheduler

=

ﬂ Windows Firewall with Advanced Security

=

To enable AAdmini st rdickoniaskBao-» | 8Br ongaewmut ir & diitSrieanrut | t €
menuo->t &lfustomize.. . 0 button.
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Customize Start Menu @

You can customize how links, icons, and menus look and behave on the
Start menu.
Search favorites and history E
(h Search files
() Don't search for files
() Search entire index
(@ Search this user's files
Search programs
Sort All Programs menu by name
48 System administrative tools
() Display on the All Programs menu
(@ Display on the All Programs menu and the Start menu
() Don't display this item
Use large icons

4. /fam

Start menu size

Mumber of recent programs to display: 9= I
Use Default Settings
Show on Start menu
Internet link: [Inhernet Explorer - ]
E-mail link: ’Microsof't Office Qutlook v]

[ oK ] ’ Cancel ]

e T A

Forcompl et e Windows Server 2008 r e nMicrosoft RemoteSgmenent you c
Administration Tools for Windows Vista (KB941314)0 :
http://www.microsoft.com/downloads/details.aspx?FamilylD=9ff6e897-23ce-4a36-b7fc-
d52065de9960&displaylang=en

For 64-bit Vista:
http://www.microsoft.com/downloads/details.aspx?familyid=D647A60B-63FD-4AC5-9243-
BD3C497D2BC5&displaylang=en

Important notes:

1. It requires Windows Vista Business edition or above
2. ltrequires Service Pack 1 installed.

In all our examples below we will be using full Windows installation with Hyper-V role installed.

4 Creating oMastero Virtual Ma c

Youhave to create a fAmaster 0 viowarkwithltempieded/AlD.ne whi ch wi |

To install guest OS on master virtual machine you need .ISO file or physical DVD media with operating
system distributive. You can download DVD ISO files from MSDN subscriptions.

Open A-MypManager 0 anxd \WilritclkaliNbanchi ne. .. 0 from action
machine creation wizard.

1 Give new VM some meaningful name helping to distinguish it from others, for example
i Ma s-tWendows 2008 Standard x640 . We recommend to establish som
conventions, s<OShNAMEB> <@SVIEDITIO8* <BITNESS>
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[(INSTALLED_APP_1, INSTALLED_APP_2, ..)], for example to indicate that particular VM is a

master VM with Windows Server 2008 Enterprise x64, 1IS, SQL Server and DNP installed you

could use the following name: i Ma sitVWindows 2008 Enterprisex64 (| | S, SQL, DNP) 0.
Select VM location. It is recommended to store virtual machines on a separate hard disk

volume. It would simplify their backup procedure (VM backup procedure is described in a

separate DNP VPS solution guide). For example, in our case the system volume is C: and

Hyper-V virtual machines are created on M: volume. Again, we recommend here to define

some folders structure, for example customer virtual machines are stored in

M:\VPS\Customers folder and master VMs are in M:\VPS\Master folder.

a'; Mew Virtual Machine Wizard [ )
| - -
[ | Specify Name and Location
L G
Before You Begin Choose a name and location for this virtual machine.
_ The name is displayed in Hyper-v Manager. We recommend that you use a name that helps you easily
Assign I - identify this virtual machine, such as the name of the guest operating system or workload.
Configure Networking Mame: IMastEr - Windojvs 2008 Standard x64
Connect Virtual Hard Disk ‘You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Installation Opti folder, the virtual machine is stored in the default folder configured for this server.
Summary ¥ Store the virtual machine in a different location
Location: IM:\VPSWasb&r'\ Browse... |

4. If you plan to take snapshots of this virtual machine, select a location that has enough free
space. Snapshots indude virtual machine data and may require a large amount of space.

< Previous | Mext > I Finish | Cancel |

Give new VM enough virtual memory to run Windows Server 2008 (at least 512MB).

Connect VM to valid external network

Create a new virtual hard disk with the minimum space, just enough to install Windows 2008
and other optional applications. Windows Server 2008 requires minimum 10GB, so | & gie it
15GB of free space by specifying this size for new VHD on appropriate wizard step:
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3 New Virtual Machine Wizard

[ &ur Connect Virtual Hard Disk
.~

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
storage now or configure it later by modifying the virtual machine’s properties.

Spedfy Name and Location
% Create a virtual hard disk
Assign Memory =
Configure Networking
Mame: |Masner - Windows 2008 Standard x64.vhd|

Location: IM:\VPSWastEr\Master - Windows 2008 Standard x64) Browse...

Installation Options
Size: I 15 GB {Maximum: 2040 GB)

Summary
£~ Use an existing virtual hard disk
Location: IC H\Hyper-ViVPS2-W2KB-WEB\ Browse. ..
" Attach a virtual hard disk later
< Previous | Mext = I Finish | Cancel |
1 Selectil nstall an operating -B@Mbempfrom anbosel €Df DU

file (.ISO) or pass-through physical DVD drive on Hyper-V machine:

3 New Virtual Machine Wizard [ %]
| . .
[ &u Installation Options
|
Before You Begin ‘fou can install an operating system now if you have access to the setup media, or you can install it
later.
Spedfy Name and Location
o " Install an operating system later
Configure Networking ¢ Install an operating system from a boot CD/DVD-ROM
Connect Virtual Hard Disk [ Media
DGR | P opoae [ 1]
Summary @ Image file (.iso): I,"::\,Install'\\“flKB 150%en_windows_server_ | Browse... |
" Install an operating system from a boot flappy disk
—Media
Virtual floppy disk (. vfd): I Browse... |
" Install an operating system from a network-based installation server
< Previous | MNext > I Finish | Cancel |
T On the |l ast wizard step select AStart the virtual

AFinisho.

5 Installing Guest Operating System
Just created master VM boots from Windows Server 2008 installation DVD and OS installation process
begins:
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i Master - Windows 2008 Standard on localhost - Virtual Machine Connection

Fle Acton Meda Clpboard View Help
| O@®OO NI [BD

(St T

Language to instal:

Time and currency format:

Enter your language and other preferences and click "Next" to continue.

' Microsoft Corporation. All ights reserved.

Status: Running | A

Note that mouse could not be available at this time as Integration Services must be installed in guest
OS to support mouse.

Select required Windows Server 2008 Edoutexamplewer om t he
are installing fiWamdaws $edmuvér 1 2260&1 $ati on) x640.

Follow the rest of wizard steps to install Windows Server 2008:

iz¥ Master - Windows 2008 Standard %64 on localhost - Virtual Machine Connection
File Action Media Clipboard View Help

#O@OO NP Y |

e,

Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation.

«f Copying files
Expanding files (1%) ..
Installing features
Installing updates
Completing installation

1 Collecting information 2 Installing Windows

SE= \ =N
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While installd@i on

ng

every restart

disregard this message and continue to boot from HDD.

OnceWi ndows Server
Specify Administrator account password:

i Master - Windows 2008 Standard x64 on localhost - Virtual Machine Connection
Fie Acton Media Clipboard View Help

# O ®@O| N k| ks

Admini@trator

Create a password reset disk...

Cancel

% Windows Server-2008

Standard

Status: Running ‘

2008 i

at.i

nstall

=24

After completing OS

=2 Master - Windows 2008 Standard x64 on localhost - Virtual Machine Connection
Fle Acton Meda Clpboard View Help

# O ®@O| N Ik ks

ﬁ Perform the folowing tasks to intialy configure this server

E{ Initial Configuration Tasks

install ati on

=181x|

Py
£ 7 Windows Server-200s
Standard

li_al Provide Computer Information

m Specifying computer information

LD

% Settime zone

LI Download and install updates Checked for Updates: Never

_____ Time Zone: (GMT-08:00) Pacific Time (US Canada)
L&¥ Canfigure networking Network Adapters:  None detscted
Ay Provide computer neme and Full Computer Name: 64605 HAEG
domain Workgroup: KGROUP
&) Update This Server &) Updsting your Windows server
§2 Enable automatic updalingand  Updates: Nt canfigured
* feedback Feedback: Vifindows Eror Reporting off

Mot participating in Customer Experience Improvement Program

Installed Updates:  Never
& Customize This Server ] customizng yoursenver
ﬁ}, Add roles Roles: Loading...
@ Add features Features: Loading

™ Do not show this window at logon

Close

|| 57 mitial configuration T...

Status: Running ‘

O
EA4.

VM displ alys a

on

you should see
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6 Setting up Guest OSServicesand Applications

6.1 Hyper-V Integration Services

The first thing you have to do after OS setup is instalingii Hy pverl nt egr ati on Serviceso.
services include:

1 Drivers for Hyper-V virtual devices like synthetic network adapter

1 Mouse integration support

1 Windows Services for communicating with host Hyper-V machine:
0 System shutdown

Time synchronization

Data exchange

Heartbeat

Backup (VSS)

O O O o

To install Integration Services remove Windows Server 2008 installation DVD from VM DVD drive by
click -ADV®®Diva-> Ej ect 0:

i Master - Windows 2008 Standard x64 on localhost - Virtual Machine Connection
File Action QUESEWN Clipboard View Help

Insert Disk. ..

Capture E:

i
Chrl-Alk-Delete CH+Al+-End
Turn Off Chrl+5

Shut Dawn, .. Chrl+D

Save cir+A  infigure this st
Pause Cttl+P

Reset, .. Chrl+R

Snapshat. .. Chrl+r

Rewert, ., Chl+E  [Zone:

Insert Integratio . Chrl+1

= 0 rork Adapters:

Restart the system after completing the installation of Integration Services.

After successful setup of Integration Services:

1 You are able to use mouse to work with VMt hr ough AVi rtual Machine Conne
1 VM must allow network connectivity as NIC drivers were installed.
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1 There are special Hyper-V Windows services running in the guest OS:

Hyper-V Data Exchange Service Name = | Description | stetus__|
i&1Group Policy Client The service isres...  Started
Stop the service ‘L Health Key and Certificate Management  Provides X.509 ce...

Pause the service

ch - -
Restart the service :Humnan Interface Device Access Enables genericin. ..

E:%HYDEF-V Data Exchange Service Provides a mecha... Started
&k Hyper-V Guest Shutdown Service Provides a mecha... Started
Description: € Hyper-V Hear theat Servi Monitors the stat..,  Started
Provides a mechanism to exchange data :"‘ yper-y neartbea er\_ﬂce. ) onitors ) & stak... r
between the virtual machine and the “ShHyper-V Time Synchronization Service Synchronizes the ... Started
operating system running on the physical  [\5%: Hyper-V Volume Shadow Copy Requestor  Coordinates the c...  Started
computer. ‘CLIKE and AuthIP IPsec Keying Modules The IKEEXT servic... Started
&k Interactive Services Detection Enables user natif...

6.2 Change Computer Name
Using Al nitialksConwiizgaurrda tc hoaamerealscitaa mpmbér ef soma
workgroup or join to Active Directory domain. We recommend selecting meaningful computer name

easily distinguishing it from others, for example in our caseitmi ght be -RWRKS8STDR. Not e
that NetBIOS name is limited to 15 symbols.

Restart computer after changing its name.

6.3 Configure Network Connection
On fAServer Manager oewh dNmed woa gke Coolnincekc tfi Wins 0 :

1 Change connection properties to connect network. You might need access to your LAN or
Internet to download software distributives and other remote files.

6.4 Enable Remote Desktop

On AServer Manager o home page click AConfigure Remote

1T Select AAIl ow connections from computers running
allow you to connect from Windows XP, Remote Desktop Web Connection and other RDC-
enabled clients.

1 Allow RDC exception on the Firewall

1 Click OK.

6.5 Set password policy

It is recommended policy. You can choose another policy, but anyways DNP Virtual Private Servers
Policy should be correlated with those setings.

1 Open Administrative tools > Local Security Policy > Account Policies > Password Policy

File  Action Wiew Help

& |75 RE = [ HE

E Security Setkings Palicy = | Security Setking |
=] E Account Policies Enforce password history 0 passwards remem. ..
,: Password Policy E Maximurn password age ]
A Account Lackout Palicy E Minimurn password age 0 days
E_ Local Policies E Minirmum password lenath 7 characters
| windows Firewall with Advanced Security E‘

= ssword must meet complexity r.,,  Disabled
j Metwork, List Manager Policies "

~| Public Key Policies
| Software Restriction Policies
.g IP Security Policies on Local Computer

. Disabled

# =
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1 Pr e €£forcé password historyd and choose 0.

T Pr e Maximimpasswordage0 and choose O.

T Pr es simimpasswordaged and choose 0.

T Pr e Mmimidim password lengthd and choose some desired val use. [
Virtual Private Servers Policy to the same value.

1 Pr e Passwird must meet complexity requirementsd and choose Disabl ed

1 St aStorefpasswords using reversible encryptiond w i fuft Dishleld settings.

1 Click OK.

6.6 Backup Master VHD

Before moving to the next steps backup your master VHD:

1. Shut down virtual machine (do not ATurn offo i1it!)
2. Locate its .VHD and copy i t\WRSWastcdBraec ksuapfsed |foarladteiro.n ,VY c
see the exact location of VHD file by opening VM properties dialog:

Settings for Master - Windows 2008 Standard x64 [_ 2] =]
% Hardware w Hard Drive
1l Add Hardware
& BIOS ‘You can change how this virtual hard disk is attached to the virtual machine. If an
g operating system s installed on this disk, changing the attachment might prevent the
SR virtual machine from starting.
b ’\:E";?rz Contraller: Location:
B Frocessor IDE Controller 0 = [oinuse) =l
1¥irtu [~ Media
‘You can compact or convert a virtual hard disk by editing the .vhd file. Specify the
full path to the file.

& virtual hard disk (.vhd) fle:

=1 It IDE Controller 1

|M: \WPS\MasterMaster - Windows 2008 Standard x54\Master - Windows 2008 Stand

¢ % DVD Drive
_ vmguest.iso New | Edit Inspect Browse...
4 Metwork Adapter
varvell Yukon 88E8071 PCLE Giga. .. ) Physical hiard disk:
T com1 =
T comz &) Ifthe physical hard disk you want to use is not listed, make sure that the
lone disk is offine. Use Disk Management on the physical computer to manage
1j Diskette Drive physical hard disks.
& Management To remove the virtual hard disk, dick Remove, This disconnects the disk but daes not
anagemen delete the .vhd file.

] Name .
Master - Windows 2008 Standard ... —IE""’"E

] Integration Services

&l s;ap:shut;d; L;E;hnn

D Avomatcsiatacin

atic Stop Action

Important note: Do not make system snapshots as it leads to creating dérential virtual hard drives (you
may check this article for more info about Hyped/ Snapshotting:
http://blogs.msdn.com/virtual_pc_guy/archive/2008/03/11/virtual _-machine-snapshottingunder-hyper-
v.aspy and as a result master template will be boken into several parts.

After making VHD backup start VM again.

6.7 Install DNP Virtual Machine Configuration Service

DotNetPanel Virtual Machine Configuration Service (DNP VYmConfig) is a Windows Service that runs in
guest operating system and performs the following functions:
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1 Executes provisioning modules to configure guest operating system
1 Gathers real-time statistics (RAM, HDD) that is displayed on DotNetPanel user interface (Ul).

The current version of DNP VmConfig includes the following provisioning modules:

1 Change computer name
1 Change administrator password
1 Change network adapter configuration

DNP VmCaonfig service communicates with host Hyper-V mac hi ne t h-WobDghafiBypkangeo
integration component, so make sure its service is up and running.

System requirements:

1 Windows XP of any edition, Windows Vista of any edition, Windows Server 2003 of any
edition, Windows Server 2008 of any edition
1 .NET Framework 2.0 runtime:
0 Microsoft .NET Framework Version 2.0 Redistributable Package (x86)
o Microsoft .NET Framework Version 2.0 Redistributable Package (x64)

Note:You donot n e e d Framewoik 8.8 dn &indows. SEFeT2008 as it is
installed with OS by default.

Installation instructions:

1 Download the latest version of DNP VmConfig from DotNetPanel web site:
http://www.dotnetpanel.com/downloads/?CategorylD=10

Please note you will need to register at www.dotnetpanel.com in order to download files from
AV Solutiond section.
1 Extract the contents of the zipPrdgiathe to the desti
Files\DotNetPane\V mConf i go.
1 Install VmConfig service using installation batch:
o InWindows Explorer the destination directory in which DNP.VmConfig.exe executable
file is located.
o0 Run fAinstall.bato
1 OpeniiServi ceano bynap i-2AdminigratiieTools r>t S e r vYowshauld see
fDotNetPanel Virtual Machine Configuration Servicedin the list:

File Acton View Help

#=mlcl=[Heml» =0 »

S Name ~ | Description [ status Startup Type
G- Diagnostic Service Host The Diagnostic Service Host s... Manual
G Diagnostic System Host The Diagnostic System Hosts... Started  Manual
G} Distributed Link Tracking Client Maintains links between NTFS... Started  Automatic
) Distributed Transaction Coordinator Coordinates transactions tha...  Started Automatic (D...
“CLDNS Client The DNS Client service (dnsc...  Started  Automatic
@};Dowa?ane\ virtual Machine Configuration Service Performs provisioning operati... Automatic
iGlExtensible Authentication Protocol The Extensible Authenticatio. .. Manual
L Function Discovery Provider Host Host process for Function Dis... Manual
€4 Function Discovery Resource Publication Publishes this computer andr... Manual
G} Group Palicy Client The service is responsible for ... Started  Automatic

91 Start iDotNetPanel Virtual Machine Configuration Servicea
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T Open DNP.VmConfig.log file and make sure it doesn
immediately after service start it must contain the following text:

[11/26/2008 4:53:32 PM] APP: DNP.VmConfig 1.1.0.0 started successfully
[11/26/2008 4:53:3 2 PM] START: Loading provisioning modules...
[11/26/2008 4:53:32 PM] END: 3 module(s) loaded

7 Preparing VPSTemplate for Deployment

It may probably seem that once we have a ready master VHD the most straightforward way to create

another virtual machine would be just copying this VHD instead of creating it from scratch. But if you do

that, the duplicated VHD will contain the same Computer Security Identifier (SID) as the master VHD. If

you try to join new system to the domain,youwon 6t be able to |l ogin with the f
firhe system cannot log you on due to the following error: The hame or security ID (SID) of the domain

specified is inconsistent with the trust information for that domain.o

Logon Message x|
) The system cannot log you on due to the Following error:
L)

The name o security ID (SID) of the domain specified is inconsistent with the trust
information For that domain,

Please try again or consult yvour syskem adminiskrator,

Mi cr osoft Compaterersnnihghlhe Winddws operating system use a Security ID (SID) to
uniquely identify themselves. When you use disk-duplicating software, it is important to take steps to
ensure the unigueness of these Security IDs.0

7.1 Sysprep Utility
Sysprep prepares a computer for disk imaging or delivery to a customer by configuring the computer to
create a new computer security identifier (SID) when the computer is restarted. In addition, Sysprep
cleans up user- and computer-specific settings and data that must not be copied to a destination
computer.

Sysprep.exe utility is a part of Windows Server 2008 and it is located in %windir%\system32\sysprep
folder (in our case it is c:\windows\system32\sysprep).

You can find more information about Sysprep utlity here: http://technet.microsoft.com/en-
us/library/cc766049.aspx

7.2 Creating Answer File for Sysprep

After running Sysprep utility on Master VPS all user- and computer-specific information will be deleted

from the operating system. On the next VPS restart operating system will behave much like a fresh OS

in the middle of setup process, i . e. i t 1 oui-of-the-run HAspe
box experience) passes. User will be asked to select computer locale and regional settings, specify

computer name and set administrator password. But our goal is to hide this process from VPS

customersands peci fy (aftesepaveenetérson their behalf.

More information about how Windows Setup configuration passes work:
http://technet.microsoft.com/en-us/library/cc749307.aspx
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