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1 Introduction  
The process of deployment of Virtual Private Servers (VPS) to end customers is very similar to 

deployment of dedicated servers. 

Installing guest Operating System on every purchased VPS from scratch is time-consuming process 

which leads to order delivery delays (some hosting companies may setup new VPS up to 48 hours) 

and potentially leads to security breaches as a result of configuration errors and human factor. 

The goal of every VPS hosting company is to minimize VPS provisioning time (up to several minutes if 

possible!), reduce administrative overhead and exclude human factor. This could be achieved by 

creating a new VPS from ñoperating system templateò (OS template) once prepared by highly-skilled 

personnel. 

In DotNetPanel (DNP) VPS solution OS template represents a set of Virtual Hard Disk (VHD) file 

containing ñgeneralizedò image of installed OS (and other applications) and a meta-information 

describing template supported features as well as provisioning options. 

In this article we will demonstrate how to prepare OS template ready for completely automated 

provisioning of customer VPS with Windows Server 2008 or Windows Vista. 

2 Overview 
The process of creating a new VPS template for DNP solution could be outlined by the following 

diagram: 

Step Description 

Create ñMasterò 
Virtual Machine 

 

Create a new ñmasterò virtual machine. Itsô Virtual Hard Drive (VHD) with 
pre-installed operating system and other software will be used as a 
template for customer virtual machines. 

Install Guest 
Operating System 

 

Install desired operating system on ñmasterò virtual machine. Configure 
operating system settings, services and install additional applications. 

Install Hyper-V 
Integration Services 

 

Install Hyper-V Integration services including drivers for virtual hardware, 
mouse support and integration components. 

Install 
DNP VmConfig Service 

 

Install DotNetPanel Virtual Machine Configuration Service (DNP 
VmConfig) to execute various provisioning tasks and gather real-time 
statistics. 

Sysprep 
ñGeneralizeò pass 

 

Generalize ñmasterò operating system with Sysprep utility and prepare it 
for multi-copying. 

Replace Unattended answer 
file with template 

Copy ñmasterò VHD to DNP Templates library, mount it and replace 
unattended Setup answer file with template. Setup other installation 
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scripts if required. 

Deploy VHD to DNP 
Templates Library 

Add a new template ñitemò into Template library index file, describe 
template supported features and provisioning options. 

 

This document covers every step in more details below. 

3 Managing Hyper-V Server 
It is more suitable to work with VHD and virtual machines on full Windows Server 2008 with Hyper-V 

role installed. 

However, if you have remote Hyper-V Server 2008 or Windows Server 2008 Server Core installed you 

could use ñHyper-V Remote Management Update for Windows Vista (KB952627)ò: 

http://www.microsoft.com/downloads/details.aspx?FamilyID=BF909242-2125-4D06-A968-

C8A3D75FF2AA&displaylang=en 

For 64-bit Vista: 

http://www.microsoft.com/downloads/details.aspx?familyid=88208468-0AD6-47DE-8580-

085CBA42C0C2&displaylang=en  

Important notes regarding this update: 

1. It doesnôt work on Windows Vista Home Basic or Premium editions. 

2. You should enable ñAdministrative Toolsò menu item: 

 

 
 

To enable ñAdministrative Toolsò menu right-click on Task Bar -> ñPropertiesò menu item -> ñStart 

menuò tab -> ñCustomize...ò button. 

http://www.microsoft.com/downloads/details.aspx?FamilyID=BF909242-2125-4D06-A968-C8A3D75FF2AA&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=BF909242-2125-4D06-A968-C8A3D75FF2AA&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=88208468-0AD6-47DE-8580-085CBA42C0C2&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=88208468-0AD6-47DE-8580-085CBA42C0C2&displaylang=en
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For complete Windows Server 2008 remote management you could use ñMicrosoft Remote Server 

Administration Tools for Windows Vista (KB941314)ò: 

http://www.microsoft.com/downloads/details.aspx?FamilyID=9ff6e897-23ce-4a36-b7fc-

d52065de9960&displaylang=en 

For 64-bit Vista: 

http://www.microsoft.com/downloads/details.aspx?familyid=D647A60B-63FD-4AC5-9243-

BD3C497D2BC5&displaylang=en  

Important notes: 

1. It requires Windows Vista Business edition or above 

2. It requires Service Pack 1 installed. 

In all our examples below we will be using full Windows installation with Hyper-V role installed. 

4 Creating òMasteró Virtual Machine 
You have to create a ñmasterò virtual machine which will be used to work with template VHD. 

To install guest OS on master virtual machine you need .ISO file or physical DVD media with operating 

system distributive. You can download DVD ISO files from MSDN subscriptions. 

Open ñHyper-V Managerò and click ñNew -> Virtual Machine...ò from action menu to start virtual 

machine creation wizard. 

¶ Give new VM some meaningful name helping to distinguish it from others, for example 

ñMaster - Windows 2008 Standard x64ò. We recommend to establish some VM naming 

conventions, such as ñMaster - <OS_NAME> <OS_EDITION> <BITNESS> 

http://www.microsoft.com/downloads/details.aspx?FamilyID=9ff6e897-23ce-4a36-b7fc-d52065de9960&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=9ff6e897-23ce-4a36-b7fc-d52065de9960&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=D647A60B-63FD-4AC5-9243-BD3C497D2BC5&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=D647A60B-63FD-4AC5-9243-BD3C497D2BC5&displaylang=en
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[(INSTALLED_APP_1, INSTALLED_APP_2, ...)], for example to indicate that particular VM is a 

master VM with Windows Server 2008 Enterprise x64, IIS, SQL Server and DNP installed you 

could use the following name: ñMaster ï Windows 2008 Enterprise x64 (IIS, SQL, DNP)ò. 

¶ Select VM location. It is recommended to store virtual machines on a separate hard disk 

volume. It would simplify their backup procedure (VM backup procedure is described in a 

separate DNP VPS solution guide). For example, in our case the system volume is C: and 

Hyper-V virtual machines are created on M: volume. Again, we recommend here to define 

some folders structure, for example customer virtual machines are stored in 

M:\VPS\Customers folder and master VMs are in M:\VPS\Master folder. 

 

 
 

¶ Give new VM enough virtual memory to run Windows Server 2008 (at least 512MB). 

¶ Connect VM to valid external network 

¶ Create a new virtual hard disk with the minimum space, just enough to install Windows 2008 

and other optional applications. Windows Server 2008 requires minimum 10GB, so letôs give it 

15GB of free space by specifying this size for new VHD on appropriate wizard step: 
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¶ Select ñInstall an operating system from a boot CD/DVD-ROMò option and select DVD image 

file (.ISO) or pass-through physical DVD drive on Hyper-V machine: 

 

 
 

¶ On the last wizard step select ñStart the virtual machine after it is createdò option and click 

ñFinishò. 

5 Installing Guest Operating System 
Just created master VM boots from Windows Server 2008 installation DVD and OS installation process 

begins: 
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Note that mouse could not be available at this time as Integration Services must be installed in guest 

OS to support mouse. 

Select required Windows Server 2008 Edition from the list and press ñNextò button. In our example we 

are installing ñWindows Server 2008 Standard (Full Installation) x64ò. 

Follow the rest of wizard steps to install Windows Server 2008: 
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While installing on every restart VM displays a prompt ñPress any key to boot from CD or DVD...ò ï 

disregard this message and continue to boot from HDD. 

Once Windows Server 2008 installation process is finished OS loads in ñWindows Welcomeò phase. 

Specify Administrator account password: 

 

 After completing OS installation you should see ñInitial Configuration Tasksò screen: 
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6 Setting up Guest OS Services and Applications 

6.1 Hyper-V Integration Services 
The first thing you have to do after OS setup is installing ñHyper-V Integration Servicesò. Integration 

services include: 

¶ Drivers for Hyper-V virtual devices like synthetic network adapter 

¶ Mouse integration support 

¶ Windows Services for communicating with host Hyper-V machine: 

o System shutdown 

o Time synchronization 

o Data exchange 

o Heartbeat 

o Backup (VSS) 

To install Integration Services remove Windows Server 2008 installation DVD from VM DVD drive by 

click ñMedia -> DVD Drive -> Ejectò: 

 

Then select ñAction -> Insert Integration Services Setup Diskò: 

 

Restart the system after completing the installation of Integration Services. 

After successful setup of Integration Services: 

¶ You are able to use mouse to work with VM through ñVirtual Machine Connectionò. 

¶ VM must allow network connectivity as NIC drivers were installed. 
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¶ There are special Hyper-V Windows services running in the guest OS: 

 

 

6.2 Change Computer Name 
Using ñInitial Configuration Tasksò wizard change computer name, make it a member of some 

workgroup or join to Active Directory domain. We recommend selecting meaningful computer name 

easily distinguishing it from others, for example in our case it might be ñMASTER-W2K8-STDò. Note 

that NetBIOS name is limited to 15 symbols. 

Restart computer after changing its name. 

6.3 Configure Network Connection 
On ñServer Managerò home page click ñView Network Connectionsò: 

¶ Change connection properties to connect network. You might need access to your LAN or 

Internet to download software distributives and other remote files. 

6.4 Enable Remote Desktop 
On ñServer Managerò home page click ñConfigure Remote Desktopò: 

¶ Select ñAllow connections from computers running any version of Remote Desktopò as it will 

allow you to connect from Windows XP, Remote Desktop Web Connection and other RDC-

enabled clients. 

¶ Allow RDC exception on the Firewall 

¶ Click OK. 

6.5 Set password policy 
It is recommended policy. You can choose another policy, but anyways DNP Virtual Private Servers 

Policy should be correlated with those setings.  

¶ Open Administrative tools > Local Security Policy > Account Policies > Password Policy
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¶ Press ñEnforce password historyò and choose 0. 

¶ Press ñMaximum password ageò and choose 0. 

¶ Press ñMinimum password ageò and choose 0. 

¶ Press ñMinimum password lengthò and choose some desired valuse. Do not forget ajust DNP 

Virtual Private Servers Policy to the same value. 

¶ Press ñPassword must meet complexity requirementsò and choose Disabled.  

¶ Stay ñStore passwords using reversible encryptionò with default Disable settings. 

¶ Click OK. 

 

 

6.6 Backup Master VHD 
Before moving to the next steps backup your master VHD: 

1. Shut down virtual machine (do not ñTurn offò it!). 

2. Locate its .VHD and copy it to some safe location, say to ñM:\VPS\Master\Backupsò folder. You can 

see the exact location of VHD file by opening VM properties dialog: 

 

 

Important note: Do not make system snapshots as it leads to creating differential virtual hard drives (you 

may check this article for more info about Hyper-V Snapshotting: 

http://blogs.msdn.com/virtual_pc_guy/archive/2008/03/11/virtual -machine-snapshotting-under-hyper-

v.aspx) and as a result master template will be broken into several parts. 

After making VHD backup start VM again. 

6.7 Install DNP Virtual Machine Configuration Service 
DotNetPanel Virtual Machine Configuration Service (DNP VmConfig) is a Windows Service that runs in 

guest operating system and performs the following functions: 

http://blogs.msdn.com/virtual_pc_guy/archive/2008/03/11/virtual-machine-snapshotting-under-hyper-v.aspx
http://blogs.msdn.com/virtual_pc_guy/archive/2008/03/11/virtual-machine-snapshotting-under-hyper-v.aspx
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¶ Executes provisioning modules to configure guest operating system 

¶ Gathers real-time statistics (RAM, HDD) that is displayed on DotNetPanel user interface (UI). 

The current version of DNP VmConfig includes the following provisioning modules: 

¶ Change computer name 

¶ Change administrator password 

¶ Change network adapter configuration 

DNP VmConfig service communicates with host Hyper-V machine through ñHyper-V Data Exchangeò 

integration component, so make sure its service is up and running. 

System requirements: 

¶ Windows XP of any edition, Windows Vista of any edition, Windows Server 2003 of any 

edition, Windows Server 2008 of any edition 

¶ .NET Framework 2.0 runtime: 

o Microsoft .NET Framework Version 2.0 Redistributable Package (x86) 

o Microsoft .NET Framework Version 2.0 Redistributable Package (x64) 

Note: You donôt need to install .NET Framework 2.0 on Windows Server 2008 as it is 

installed with OS by default. 

Installation instructions: 

¶ Download the latest version of DNP VmConfig from DotNetPanel web site: 

http://www.dotnetpanel.com/downloads/?CategoryID=10 

 

Please note you will need to register at www.dotnetpanel.com in order to download files from 

ñVPS Solutionò section.  

¶ Extract the contents of the zip file to the destination directory, e.g. ñC:\Program 

Files\DotNetPanel\VmConfigò. 

¶ Install VmConfig service using installation batch: 

o In Windows Explorer the destination directory in which DNP.VmConfig.exe executable 

file is located. 

o Run ñinstall.batò 

¶ Open ñServicesò snap-in by clicking ñStart -> Administrative Tools -> Servicesò. You should see 

ñDotNetPanel Virtual Machine Configuration Serviceò in the list: 

 

 
 

¶ Start ñDotNetPanel Virtual Machine Configuration Serviceò. 

http://www.microsoft.com/downloads/details.aspx?familyid=0856eacb-4362-4b0d-8edd-aab15c5e04f5&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=b44a0000-acf8-4fa1-affb-40e78d788b00&displaylang=en
http://www.dotnetpanel.com/downloads/?CategoryID=10
http://www.dotnetpanel.com/
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¶ Open DNP.VmConfig.log file and make sure it doesnôt contain any errors. Normally, 

immediately after service start it must contain the following text: 

 

[11/26/2008 4:53:32 PM] APP: DNP.VmConfig 1.1.0.0 started successfully  

[11/26/2008 4:53:3 2 PM] START: Loading provisioning modules...  

[11/26/2008 4:53:32 PM] END: 3 module(s) loaded  

7 Preparing VPS Template for Deployment 
It may probably seem that once we have a ready master VHD the most straightforward way to create 

another virtual machine would be just copying this VHD instead of creating it from scratch. But if you do 

that, the duplicated VHD will contain the same Computer Security Identifier (SID) as the master VHD. If 

you try to join new system to the domain, you wonôt be able to login with the following error message: 

ñThe system cannot log you on due to the following error: The name or security ID (SID) of the domain 

specified is inconsistent with the trust information for that domain.ò 

 

Microsoft states that ñComputers running the Windows operating system use a Security ID (SID) to 

uniquely identify themselves. When you use disk-duplicating software, it is important to take steps to 

ensure the uniqueness of these Security IDs.ò 

7.1 Sysprep Utility 
Sysprep prepares a computer for disk imaging or delivery to a customer by configuring the computer to 

create a new computer security identifier (SID) when the computer is restarted. In addition, Sysprep 

cleans up user- and computer-specific settings and data that must not be copied to a destination 

computer. 

Sysprep.exe utility is a part of Windows Server 2008 and it is located in %windir%\system32\sysprep 

folder (in our case it is c:\windows\system32\sysprep). 

You can find more information about Sysprep utlity here: http://technet.microsoft.com/en-

us/library/cc766049.aspx  

7.2 Creating Answer File for Sysprep 
After running Sysprep utility on Master VPS all user- and computer-specific information will be deleted 

from the operating system. On the next VPS restart operating system will behave much like a fresh OS 

in the middle of setup process, i.e. it will run ñspecializeò and then ñoobeSystemò (OOBE ï out-of-the-

box experience) passes. User will be asked to select computer locale and regional settings, specify 

computer name and set administrator password. But our goal is to hide this process from VPS 

customers and specify (ñanswerò) all these parameters on their behalf. 

More information about how Windows Setup configuration passes work: 

http://technet.microsoft.com/en-us/library/cc749307.aspx 

http://technet.microsoft.com/en-us/library/cc766049.aspx
http://technet.microsoft.com/en-us/library/cc766049.aspx
http://technet.microsoft.com/en-us/library/cc749307.aspx

























